Liberate Data.

The New Data Paradigm & The New
world of Synthetic Data
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The Power of the Data... and Reality

We FINALLY GOT THe ResSULTS
OF YOUR DATA QUERY.
SORRY IT TOOK SO LONG.
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Key Challenges

Proprietary Privacy
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Key Challenges

Data Volume
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Data Collection is Growing Exponentially

Electronic
Health Records

Environmental Biomedical
Health
Behaviors
Socio-Economic Outcomes
Genetic
Health Personal Factors
Behaviors Medical
Records Disease
Registries
Population Wonrable ;
Health Measures Devizas ome
Monitors
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BIG DATA
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Key Challenges

Data Volume Semantics




Semantics
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Never underestimate the
power of the wrong clinical code.
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Key Challenges




Access to Data Today

. ope . . Time IT/Expert One-Off
e =
- Formal study submission I =R | m— | ‘E 2 3
- IRB approval —_— —

Business associate

ASNEEHCDEs Restricted
- Data sharing agreements

- Legal Reviews
Data reviews and manual ' —
gh ¢ im =
4 [ m— o |
data retrieval [—s]
De-identification process
- Limited cohort sizes
| Medical Center — Data Research Institutes - Insurance - IT — Pharmaceutical -
- Limited data utility Owner Medical Device - Startups

Mo



The Never Ending Battle

Anonymization De-Anonymization
v/ Data Removing (Safe Harbor) v/ Outliers Analysis

v Aggregation v/ € Differential Privacy
v’ Masking & Blurring v/ Probability Matching
v' Noise v/ Data Mining

v Pseudonyms v Al
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Govt pulls dataset that jeopardised —

| ] Treat anonymised data as personal
information: Pilgrim

DATA RE-IDENTIFICATION

'REUTERS us

MARMETY WORLD POLMCS TECH OPFON BREAKINGVEWS NONEY LFE

Privacy Commissioner warns of
2177M modern matching methods.

BRE/LTH, TECH, CYBERSECLWITY

than you

‘al

reidnetal

oblems
Australian Privacy Commnissioner Timolhy Pilgrim has

warned businesses that de-identifying datasets will not
absolve them of the need to meet the stringent

information protection demands of the Privacy Act. o
Timothy =iigim

Speaking ro the International Association of Privacy Professionals today, Pilgrim said even anonymised
datasets'should be treated the same as personally identifiable information to future-proof organisations
against increasingly sophisticated data matching efforts.
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EUROPE

ACWelg-l The Regulation  The Process  More Resources  Our Partners

Significant new fines: the greater of 20M euro or

() . 1
4% of annual globgl turnover ction Regulatlon

(GDPR) is the most important change in
data privacy regulation in 20 years -

+ Consent harder to obtain:
... always have to be expres

s/opt in

©5 Al S Join Us

WHITE & CASE People Services About Us

agreed (although, as the European Parliament's press release clarified, before the GDPR becomes law a few formalities remain, which are not expected to be
completed before February 2016)

Key changes and business impact

The GDPR brings significant changes to EU data protection law, many of which greatly impact businesses:
* Significant new fines: Maximum fines of the greater of €20 million or 4% of annual global turnover per breach (a dramatic increase from the current typical

maximum of less than €1 million)

* Broader territorial reach: Even businesses outside the EU will be subject to the GDPR, if they are offering goods or services to, or monitoring the behaviour of, EU
residents {currently they are only caught if they operate data processing equipment in the EU). See further on this below

» Data breach reporting: In most cases breaches will have to be reported within 72 hours

» Stronger rights for individuals: Individuals will have stronger rights against busir

s, including the ‘right to be forgotten’. Re-using existing data for new purposes

will-also become miore difficult

* Consent harder to obtain: Consent will always have to be express/opt-in (a ‘clear affirmative action’) whereas, under the existing regime, implied/opt-out consent is

sometimes sufficient.

* Data Protection Officers: Most businesses that regularly monitor individuals, or regularly proces

sensitive personal data, will have to formally appointan independent

Data Protection Officer



There is a need For a New Paradigm
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A New Paradigm

1
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The new world of Synthetic data - MDClone Mission

Liberating healthcare data in real time with zero-risk to patient privacy to transform healthcare.

v
v

B G R

ANy USer (no need for programming skills)
canask aNy question

with Zero time to data & insights

and Z€rO riSK to patient privacy

with N0 mediators

And NO bottlenecks
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Data Users

Data Owner

Fully identified data

MDClone Healthcare Data Platform

Deidentified data

MDClone Sandbox
Research | Analysis | Export
(External Universe)
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Semantics Business Process
Management

Content Mng. Synthetic Engine
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Data Warehouses

3.2 [

Registries Devices




The Paradigm Differentiators

Time to Data & Insights Comprehensive Platform
|

> No need for technical skills B . Al-in-One Product

> Familiar terminologies > Modern Big-Data technology

Longitudinal Data Representation Zero-Risk to Patient Privacy
|

One Mapping process | vulnerabilities

» Connect data from multiple sources > Maintain data utility




Longitudinal Patient Representation

MBoTTE T oac - Wadm

Session Settings

Session Name Session info
Date Range Creation Time

Cohort Filter

Defines the population erit

Patient Properties

Sefect e demagsraphic properties of your cohort (not mandaiory)

Property Hierarchy Level/function Condition Value

der B z SN . ] a

Patient Events

e ent properties of your cohart throughout the patlent lifenime (not mandatory

Reference Event
Select the timeline point to which the output events will reference to
® ise Event As Refersnce

Mo Refarence Event

Event Get Age Range 1585
Diagnoses . F
Property Hierarchy Level/Function Condition Value
D s Parents equats 1© v sa Q

¥ Add Reference Praperty

Usc event date as Reference date

solEver v

Column Definition




MDClone Differentiators

Zero-Risk to Patient Privacy

iminate risk & security
vulnerabilities

Maintain data utility




Existing Approaches to Protecting Privacy

* Delete information

« Blur numerical data

« Hash distinct values

« Shift date data

* Block information access
« Aggregate data (ill details )
« Data “corruption’




The MDClone Synthetic Approach
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MDClone Synthetic Approach

Original Data

> Size of cohort: > Size of cohort:
> Average age: > Average age:
> Standard deviation: > Standard deviation:

» Average weight > Average weight

> ... > ...

~ Zero-risk of patient identification

|
MElone




Risk factors for hypoglycemia-related hospitalization

Foemmmee e e s e MDClone PHI Firewall (Privacy) [
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The Risk for Hypoglycemia Using Different Types of Basal Insulin:

Preliminary results from a retrospective study using
MDClone platform

Irit Hochberg, MD | Institute of Endocrinology, Diabetes and Metabolism, Rambam Health Care Campus, Haifa, Israel




Original Data

Insulin type influence is similar to all albumin values

Lines are regression model with a boxcox transformation for glucose level as a
function of albumin values, type of insulin and their interaction

Logistic regression prediction for hypoglycemia
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Model's prediction for hypoglycemia
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Twa types of hypaglycemia definitions are used, and the model is separated for two

rypes of patients Insubin type was corrected to observe interaction effect

Regression’s interaction term is not significant

Regression coofficnts
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for regression coefficient value
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Plot shows 95% confidence for regression’s coefficients Significant coefficients should

be different from 0. The interaction term is not sgnaficant, which implies that the
drugs influence does not diverge in small albumin values

Confounding influence of insulin dosage
and insulin usage at home
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Dosage 15 significantly cifferent for the two types of patients Better model 15
produced by correcting with home usage than by the patients dose level

Hypoalbuminemia 15 a strong risk factor for hypoglycema, regardless of the type of insulin used. Insulin type influence is similar to all albumin values
e a ue

Synthetic Data

Insulin type influence is similar to all albumin values
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Lines are regression model with a boxcox transformation for glucose level as a
function of albumin values, type of insulin and their interaction

Logistic regression prediction for hypoglycemia
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Model's prediction for hypoglycemia

10 15 20 25 10 38 40 10 18 20 24 30 18 40
albumin

VN b rrion

Two types of hypoglycemia definitions are used, and the model is separated for two

types of patients_ Insulin type was corrected to observe interaction effect

Hypoalbuminemia is a strong risk factor for hypoglycemia, regardless of the type of insulin used. Insulin type influence is similar to all

Regression's interaction term is not significant

Regression coefficients
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Plot shows 95% confidence for regression’s coefhicients. Significant coefhicients should

be different from 0. The interaction term is not significant, which implies that the
drugs influence does not diverge in small albumin values

Confounding influence of insulin dosage
and insulin usage at home
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Dosage is significantly different for the two types of patients Better model 1s
produced by correcting with home usage than by the patients dose level
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Innovation & Field Validation
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Health Care

The effect of MRI ¢

on renal function
Dr. Yuri Gorelik
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Customer Base

Rambam Health Care Campus

Clalit, Israel’s largest HMO and the second largest HMO in the world with 4 million
patients

Maccabi, Israel’s second largest HMO with 2 million patients

Assuta, Israel’s largest and leading private medical center

Sheba — the biggest hospital in the middle east

Altogether, more than 6 million Israeli lives, 80% of the Israeli market

HOSPITAL

ASSLIEST

% @ RAISING HEALTH STANDARDS Sheba-Ac-ader‘r-ﬁc Medicalz;ra\t’er Hospital One of the b|ggest
harma’s in the world
= 1w P

Health Care

I}AMBAM -
~aaur160...l |@Maczabi

The Best For Your Family
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The Power of Data Liberation

Liberate Research Liberate Quality @ POC Liberate Population Mng. Liberate Clinical Trials Liberate Precision Medicine
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Thank You!'!

Boaz Gur-Lavie

Boaz@mdclone.com

+972-54-46401 |9
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