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» 14 years experience in the field of digital healthcare
» CFO in STARLIMS which was acquired by Abbott 

Labs in 2010 (04-10)
» Abbott Informatics Division – CFO (10-14)
» Pluristem – CFO (14-15)
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» Founder & CFOAcquired	for	$235M Acquired	for	$123M



The Power of the Data… and Reality

Data Technologies
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Data Collection is Growing Exponentially
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BIG DATA
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All the rest are only technologies…
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Semantics

ἐν ἀρχῇ ἦν ὁ λόγος, 
καὶ ὁ λόγος ἦν πρὸς 
τὸν θεόν, καὶ θεὸς 
ἦν ὁ λόγος. οὗτος 
ἦν ἐν ἀρχῇ πρὸς τὸν 
θεόν. πάντα δι᾿ 
αὐτοῦ ἐγένετο, καὶ 
χωρὶς αὐτοῦ ἐγένετο 
οὐδὲ ἓν ὃ γέγονεν.



Key Challenges

Silos Data Volume Language 

Proprietary Data Quality Privacy



Access to Data Today

Formal study submission

IRB approval

Business associate 

agreements

Data sharing agreements

Legal Reviews

Data reviews and manual 

data retrieval

De-identification process

Limited cohort sizes

Limited data utility

Risk Mitigation Expensive Time 
Consuming Non-Repeatable IT/Expert 

Dependent
One-Off 
Projects Bureaucracy

Medical Center – Data 
Owner

Limited Access

Research Institutes – Insurance – IT – Pharmaceutical –
Medical Device – Startups

Restricted



The Never Ending Battle 

De-Anonymization
✓ Outliers	Analysis
✓ Ɛ	Differential	Privacy
✓ Probability	Matching
✓ Data	Mining
✓ Al

Anonymization
✓ Data	Removing	(Safe	Harbor)
✓ Aggregation
✓ Masking	&	Blurring
✓ Noise
✓ Pseudonyms



DATA RE-IDENTIFICATION



EUROPE

• Significant new fines: the greater of 20M euro or 
4% of annual global turnover

• Consent harder to obtain: 
… always have to be express/opt in 



There is a need For a New Paradigm



A New Paradigm
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The new world of Synthetic data - MDClone Mission

ü Any user (no need for programming skills)

ü .Can ask any question
ü .With zero time to data & insights

ü .and zero risk to patient privacy

ü .With no mediators
ü .And no bottlenecks

Liberating healthcare data in real time with zero-risk to patient privacy to transform healthcare. 
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MDClone Sandbox
Research | Analysis | Export

(External Universe)
MDClone	PHI	Firewall	(Privacy)
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The Paradigm Differentiators

Time to Data & Insights

No mediators
Direct access

No need for technical skills
Familiar terminologies

Comprehensive Platform

Al-in-One Product

Modern Big-Data technology

Longitudinal Data Representation

One patient story
One Mapping process
Connect data from multiple sources

Zero-Risk to Patient Privacy

Automatic PHI Privacy Firewall
Eliminate risk & security 
vulnerabilities
Maintain data utility



Longitudinal Patient Representation

Outcome of diabetes type 2 patients, treated for at least 1 year with metformin and failed, then received oral
hypoglycemic add-on within 3 months of metformin failure.
Check outcomes and associations with comorbidities, antihypertensive medications and antilipemic medications

1 year 3 months
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MDClone Differentiators

Time to Data & Insights

No mediators
Direct access

No need for technical skills
Familiar terminologies

Comprehensive Platform

Al-in-One Product

Modern Big-Data technology

Longitudinal Data Representation

One patient story
One Mapping process
Connect data from multiple sources

Zero-Risk to Patient Privacy

Automatic PHI Privacy Firewall
Eliminate risk & security 
vulnerabilities
Maintain data utility



Existing Approaches to Protecting Privacy

• Delete information
• Blur numerical data
• Hash distinct values
• Shift date data
• Block information access 
• Aggregate data (kill details ) 

• Data “corruption”



The MDClone Synthetic Approach



MDClone Synthetic Approach

Size of cohort: 950

Average age: 37.5

Standard deviation: 1.68

Average weight 72.8

…

Original Data

Size of cohort: 935

Average age: 37.8

Standard deviation: 1.71

Average weight 72.3

…

Synthetic Data

Zero-risk of patient identification Fully identifiable 



Risk factors for hypoglycemia-related hospitalization

Original Data Synthetic Data

MDClone	PHI	Firewall	(Privacy)

Synthetic dataDeeply anonymized dataDeidentified dataFully identified data

Subject-Human 
Research

Non Subject-Human 
Research



Synthetic DataOriginal Data



Innovation & Field Validation

ü



Mortality Rate and BUN Variation 
Between Admission and Discharge
Prof. Zaher Azam

Original Synthetic

Original Synthetic



The effect of MRI contrast media 
on renal function
Dr. Yuri Gorelik

Synthetic

All Data Diabetes = True Diabetes = True

Original



Customer Base

Rambam Health Care Campus

Clalit, Israel’s largest HMO and the second largest HMO in the world with 4 million 
patients

Maccabi, Israel’s second largest HMO with 2 million patients
Assuta, Israel’s largest and leading private medical center
Sheba – the biggest hospital in the middle east

Altogether, more than 6 million Israeli lives, 80% of the Israeli market

One of the biggest 
pharma’s in the world 



The Power of Data Liberation

Any user

Zero risk
Zero time

Any question

Advanced 
Big Data Platform 

Synthetic Data 
Privacy Zero-Risk

Longitudinal 
Representation

Time-2-Data MDClone 
Global Grid

MDClone Power

Liberate Precision MedicineLiberate Data Liberate Research Liberate Population Mng.Liberate Quality @ POC Liberate Clinical Trials



Thank You!!!

Boaz Gur-Lavie 

Boaz@mdclone.com

+972-54-4640119


