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Biomedicine in the Cloud: Security, Compliance &
aWS Innovation: choose all of the above

N Z) Brendan Bouffler (@boofla)

WW Research & Technical Computing

*Does not apply to mathematicians with specialties in Cantorian set theory who should immediately ask for a copy of my very long disclaimer.
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Pillows, Inserts & Covers

“... the online book and decorative pillow seller Amazon.com
swooped in and, in 2006, launched its own computer rental system—
the future Amazon Web Services. The once-fledgling service has
since turned cloud computing into a mainstream phenomenon ...”

Source: Bloomberg Business - April 22, 2015
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Research Computing

Science is one of the greatest areas of
computation and can benefit from a
democratization in cost and global
accessibility that the cloud brings.

I's also where we think Amazon can
make a huge, really disruptive, impact
on the world by participating - which is, at
the most basic level, what we are about
as a company.
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Disrupting science, wherever it’s happening.
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A systems approach to ... systems
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Extreme Scale using AWS’s spare capacity

= aws Concurrent vCPUs in US East (Northern Virginia)
= Menu > Products Solutions More ~ My Accoun 1

Natural Language Processing at Clemson University — 1.1
Million vCPUs & EC2 Spot Instances

My colleague Sanjay Padhi shared the guest post below in order to recognize an important milestone in the
use of EC2 Spot Instances.

— Jeff;

A group of researchers from £ versity achieved a remarkable milestone while studying topic
modeling, an important component of machine learning associated with natural language processing, breaking
the record for creating the largest high-performance cluster In the cloud by using more than 1,100,000 vCPUs A
on Amazon EC2 Spot Inste running in a single AWS region. The researchers conducted nearly half a
million topic modeling experiments to study how human language is processed by computers, Topic modeling
helps in discovering the underlying themes that are present across a collection of documents. Topic models are

important because they are used to forecast business trends and help in making policy or funding decisions.
These topic models can be run with many different parameters and the goal of the experiments is to explore
how these parameters affect the model outputs.

The Experiment
Professor Amy Apon, Co-Director of the Complex Systems, Analytics and Visualization Institute at Clemson
University with Professor Alexander Her and graduate studen 3 n Posey and Christopher Gropp in
collaboration with members of the AWS team as well as AWS Partner Omnibond performed the experiments,
They used software infrastructure based on Cl ) S high performance computing
clusters on dynamically allocated AWS resources u f Spot Fleet is a collection of
biddable spot instances in EC2 responsible for maintaining a target capacity specified during the request. The
was used as an overlay virtual workload manager for the data analytics workflows. The team

developed additional provisioning and workflow automation software as shown below for the design and ) aWS




The Scientific Method

Hypothesis Prediction
Refine -
Model Experiment

. Results -

Credit: Aristotle
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Failure is essential to innovation

“Invention requires two things: the
ability to try a lot of experiments, and
not having to live with the collateral
damage of failed experiments.”

Andy Jassy*

* The guy who pays my salary.
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RFP = INNOVATION

Comparison of Traditional High Peformance Computing
(HPC) Resource Acquisition vs. Single-User Public
Cloud HPC Resource Acquisition

RFP

Bid Evaluation Wil Mayers, Alces Flight
Benchmarks
Clarification
Contracting
Project Management
Commissioning

Acceptance Testing

51-100 101-150 151-200 201-250 251-300 301-350 351-400 401-450 451-500 501-550

Traditional HPC Resource acqusition in man-days

Account Acqusition
Training
Project Commencement

51-100 101-150 161-200 201-250 251-300 301-350 351-400 401-450 451-500 501-550
Single-User Public Cloud HPC Resource acqusition in man-days

dWs

Credit: Alces Flight Ltd N =)



Self-service Supercomputing ... 2016

self-scaling HPC clusters instantly ready to compute, billed by the hour and using
the AWS Spot market by default to achieve supercomputing for ~1c per core per hour.

1,300+ popular scientific applications
— Pre-installed & ready to run.

— Multiple versions, complete with libraries and
various compiler optimizations, ready to run

) 13

Available via AWS Marketplace (the cloud’s “App
Store”) and launched within minutes.

Deployable anywhere on Earth ... immediately.
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Ronin — Research Tech

a comprehensive interface that allows researchers and scientists to launch complex

compute resources within minutes, without the nerding.

CLOUD, SIMPLIFIED.
RESEARCH, REALISED.

INLEASH YOUR RESEARCHERS

© INTRODUCING RONIN

o - [

CREATE A NEW MACHINE

_
e

amazon

webservices Natwork
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Changing the way the world computes

‘ J U pyter Theano (and CUDA) Last Checkpoint: 12 minutes ago (autosaved)

Scale:

From laptop to
from theano import function, config, shared, sandbox From to CIUS er

import theano.tensor as T

import numpy

From CPU to
Using gpu device 1: Tesla K80 (CNMeM is disabled, cuDNN not available)

vien = 10 = 30 * 768 # 10 x #cores x
iters = 1000

rng = numpy.random.RandomState(22)
x = shared(numpy.asarray(rng.rand(vlien), config.floatX))
f = function([], T.exp(x))
print (f.maker.fgraph.toposort())
t0 = time.time()
for i in range(iters):
r = f()
tl = time.time()
print( "Loo g % mes took %f seconds" % (iters, tl - t0))
print(“Resul
if numpy.any(( nstance(x.op, T.Elemwise) for x in f.maker.fgraph.toposort()]):
print('Used the cpu')
else:
print(‘'Used the gpu')

[GpuElemwise{exp,nc_inplace} (<CudaNdarrayType(float32, vector)>), HostFromGpu(GpuElemwise{exp,no_inplace}.0)]
Looping 1000 times took 0.789641 seconds
Result is [ 1.23178029 1.61879349 1.52278066 ..., 2.20771813 2.29967761
1.62323296]
Used the gpu




Americas

GIObaI AWS Regions . AWS GovCloud (2)

Current: 44 Availability Zones within 16 geographic Regions o

$irs . » Oregon (3)
17 more Availability Zones and 6 new regions - Northern California (3)

» Northern Virginia (5)
» Ohio (3)

* Montreal (2)

* Sao Paulo (3)

Europe / Middle East
e lreland (3)

* Frankfurt (3)

* London (2)

Asia Pacific

» Singapore (2)
» Sydney (3)

» Tokyo (3)

+ Seoul (2)

*  Mumbai (2)

» Beijing (2)

AWS Region = A cluster of Availability Zones All regions are sovereign, meaning your data never aWS
Availability Zone = A cluster of data centers leaves that location unless you cause it to. . 5



Anatomy of a region

~— Sample EU Region

Sample
Availability Zone

-
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The
AWS
Platform
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EC2 Dashboard

Everts

EC2 Management Console

#& Secure hitps://console,aws.amazon.com/« Instanes 1D Inslance Type Availability Zone Inatance State Status Checks Al Status Public DNS (IPv4)

HOHC11256b00014  ollarge us-sant-1b & ruring 9 272 - MNons

Instances 10890455 3, 20gR 15005110 & reeirg 272 chacs Nana 0c2-54-1

7 c Srot Requests H0af257 1c8182ce8e3 b large us- b & rening 2 chec A
1. Choose AMI 2.0 o Instance Type nfigure in : o
g Raservad instances eiess
potAISwieh...  |-Oc 1605d7¢ccte  of large s5-9881-1b & nreirg s Nana
Scneduled Instances
BoolAtSwiich ZRERTRY ot large us-enst1b ® runing check: MNans

Step 7: Review Instance Launch

Ple review your ce launch details. You can go back to edit changes for each si Click Laun

ou update your §

to the application Instance: [ -0111c112156b00014 (BoofAtSwitch-compute)  Private IP: 10.75.129.144

Description Monitaring Usage Instructons

AMI Details
Amazon Linux AMI 2017.03.0 (HVM), SSD Volume Type - ami-c58c1dd3

1-0111e1412¢580

running

The Amazon Linux AMI i
cackages

an EBS-back

Fioot Devics Typecsbs Vi

Instance Type
Instance Type

2. xiarge
Security Groups

Security group name
Description

Instance Details

ECUs

Varlable

launch-wizard

2
launch-wizard-2 cre

3, AWS-5

Memory (GiB)

16

ted 2017-04-20T08:09:01.81

Protocol |

TCP

image, The default image inch

Placement Groups
Kay Pairs

Network Intertaces
d Baancers

Target Groups

Instance Stora

EBS only

3+01:00

Port Range |

22

Avalabilty 2one

ity groups

N

Platform
1AM role
par name

Owner

Source i

0.0.0.0/0

ZTIFRURZD, view

V6 IPs
Private DN
Privato
vate IPs

VPG ID

Sctnet ID

Notwork nterases

Edit instance details

40029

submen-Sfedfebe

Privecy Polcy T of Use




Code is more reliable (and auditable) than a human

#!/bin/bash
instance_id=$(aws ec2 run-instances --image-id ami-12345 \
--query Instances[].Instanceld \
--output text)
instance_state=$(aws ec2 describe-instances --instance-ids $instance_id \
--query 'Reservations[].Instances[].State.Name"')
while [ "$instance_state" != "running" ]
do
sleep 1
instance_state=$(aws ec2 describe-instances --instance-ids $instance_id \
--query 'Reservations[].Instances[].State.Name"')
done
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GDPR

All AWS services will comply
with the GDPR when it
becomes enforceable on May
25, 2018.

dWs

https://aws.amazon.com/blogs/security/aws-and-the-general-data-protection-regulation/ N



Deploy now

Quick Start Design with Management, Production, and Notional Development VPCs

/i

Management VPC

IOUD DECGUTIY F T CINeE

™ Center for Internet Security (CIS) Critical

curity Controls

The Quick Start template automatically
configures the AWS resources and deploys

. il CloudWatch i | ion i
CloudTra: °:hm“ a mutti-tier, Linux-based web application in

a few simple steps, in about 30 minutes.
Quick Start architecture for UK-OFFICIAL workloads on AWS The security controls matrix (Microsoft

This Quick Start is part of a set of AWS Enterprise Accelerator - Compliance solutions. For Excel spreadsheet) shows how the Quick

additional AWS Quick Starts, see the complete catalog Start components map 1o NCSC and CIS
security requirements.




Quick Start architectures

o) TREND

Deep Security

Security solution with
intrusion prevention, anti-
malware, host firewall
Learn more | View guide

v Symantec.

Symantec

Protection Engine

Content scanning, malware

and threat detection
Learn more | View guide

NIST

NIST

AWS architecture that
supports NIST, DoD,
FedRAMP standards
Learn more | View guide

NIST

NIST High-Impact

AWS architecture for
NIST high-impact controls,
featuring Trend Micro
Learn more | View guide

Pct

PCI DSS

Standardized AWS
architecture that supports
PCI DSS compliance
Learn more | View guide

UK-OFFICIAL

AWS architecture that
supports NSCS and CIS
security controls for UK
Learn more | View guide
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DATASETS,
TOOLS &
TECHNIQUES
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Collaboration is easier in the cloud

-

More time spent computing the data than moving the data.



u Ic a a e S NASA NEX Is a collaboration and analytical platform that combines state-c rt supercomputing, Earth

ZARGI

systern modeiing, workflow management and NASA remote-sensing data. Through NEX, users can explore

The 1000 Genomes Project is an international research effort coordinated by a consortium of 75 companies Trree NAS . .

Landsat 8 data is available for anyone to use via
and organizatinns ta astahlish tha most datailad catalnana of hiiman aenatic vanation. Tha nmiact has arown simulations
02001 cata set, p

can noy TCGA A\ /C Terraand #

Amazon S3. All Landsat 8 scenes from 2015 are
available along with a selection of cloud-free es
R from 2013 and 2014. All new Landsat 8 scenes are
of more record fron
& hin hours of
remaini . land. =

The Cancer Genome Atias (TCGA) is a joint effort of the National Cancer Institute (NC1)
Thedat @nd the National Human Genome Research Institute (NHGRI) to acosierate our 2
The dal understanding of the molecular basis of cancer. TCGA-funded researchers across the ) Accessini  Tha |3 program is a joint effort of the .S

ne aal atee have Juced 3 COMUE ¢ ard process nic, ¢ - % 3
United States have produced a corpus of raw and processed genomic, trar Awsismakis  Geological Survey and NASA. First launched in 1972,
and epigenomic data from thousands of cancer patients.
- f satellites has p
A i - Simple HT
CCE These data are now freely available on AWS via the National Cancer Institute's Canc
( ol to cres ialed researchers subject to NIH data sharing policies. As AWS Com
AWSism
e the NIH Trusted Partner for this project, Seven Brdges Genomics s responsible for b
Amazon IMO!

authorizing access to the dat. Project Updates = = remot

launcl

centralize
WS san

organizat The Cancer Genome Atlas is one of the world's largest collections of cancer genome data If you ars interested in using the TCGA N S . | 2 WS
yarfor =
publicda  gyajlable. Making the data avallable on a cloud platform greatly lowers the barrier to entry data or learning more about this project, The datais hi Foro entl n e On A

or analys for researchers that are seeking to work with these data to create better models of please fill out the form below,

Senti 2 data is available f e
AI200TI disease, and ulimately cevelop new treatments for cancer. Qualified researchers can use Sentinel-2 data is available ! yone to use v

the data on-demand without worrying about download time or storage costs. First Nama*

Available

Youcant Do cak
and PHP. For more information, please visit hitpy >ergenorn oud org/. If you have any data h
questions, please email cgc@sbgenomics.com charge
Last Name* =
Analy the U.¢
Accessing the Data "
A ch

workwitt  YWhile the data are hosted within Amazon S3, access is currantly only possibie through the

Emall Address*® AWS t
National Cancer Institute’s Cancer Genomics Cloud Pilot. Researchers wishing 1o access Lh
the TCGA controlled data must be registered within that system, and also be listed on an Amazc

approved TCGA Data Access Request.

available

Job Role *

For more information on gaining accessing to these data, visit: Select

ErgenomICcsciond.ongy ess-data or

Telephone”

Tools and Tutorials




Changing the way we cure disease

We’ve been using )
brand new AWS service launched
this year, which helps our
software to quickly adjust
compute resources to match the
complexity of the analysis task. It
processes billions of base pairs in
its off-target search by
subdividing the job into
independent, modular tasks that
can be run in parallel.

A typical GT-Scan2 job takes less
than a minute and

GT-Scan2 Microservice-based target-finder for genome editing technologies

Cloud technology giving usma “CRISPR” view to
help cure disease

By Dr Denis Bauer  11TH NOVEMBER 2016

OffTargotStarter

TargetSequence:
Off-targets:

“ dWS
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Serverless Systems
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Serverless Systems




Serverless Systems

$ generate data | filterl --hpc | filter2 --hpc --gpu
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Collaboration is easier in the cloud

-

More time spent computing the data than moving the data.



AWS Researcher’s Handbook

The 150-page “missing manual” for science in the cloud.

AWS Researc

Accelerating

h Cloud Program

Science and Innovation

Rese_g(gher's Handbook

Written by Amazon’s Research Computing
community for scientists.

foundational concepts about how AWS
can accelerate time-to-science in the cloud.

for securing your
environment to ensure your research data is safe
and your privacy is protected.

that will help you
control your spending and limit costs (and
preventing any over-runs).

from partners
chosen for their outstanding work with scientists.

aws.amazon.com/rcp aWS
\/7



IT'S ABOUT
SCIENCE

[NOT S5ERVERS]

aws.amazon.com/rcp

aws.amazon.com/rcp
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